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1. The CA creates a 

Key pair 
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self signed Certificate 

from the key pair 

CA certificate (self signed) 
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info and Public Key encrypted 
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3. The CA certificate is given to all clients 

since the creation of the clients’ OS and 

added to its list of trusted CAs 

4. The server creates a key pair 

5. The server 

creates a CSR 

6. The CSR is 

sent to the CA 

7. The CA signs the 

server certificate by 

hashing the contents 

of the CSR and en-

crypting it with the 

private key 

9. The signed 

certificate is 

sent to the 

server organi-

zation  
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 Signature issuer (CA) and 
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10. The 

signed 

certificate 

is sent to 

the client 

at the be-

ginning of 

a session  
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12. The client uses CA public key to 

unencrypt the signature in the server 

certificate that was encrypted with 

the CA private key and verify the hash 

matches the hash of server IP/FQDN , 

info and server public key 
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expiration 
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info and Public Key encrypted with 

the CA Private key 

Server Public Key 

Server certificate (CA signed) 
 Server IP/FQDN and org info 
 Signature issuer (CA) and 

expiration 

Signature: Hash of Server IP/FQDN, 

info and Public Key encrypted with 

the CA Private key 

Server Public Key 

Certificate Sign Request (CSR)  
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Server Public Key 

Signature: Hash of Server IP/FQDN, 

info and Public Key encrypted with 

the CA Private key 
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8. The signature is added to the server 

certificate 

11. The client  

looks up the 

issuer in its list 

of trusted CAs 

and gets the 

public key 


